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ABOUT YOUR SPEAKER
Eric Cohen is a co-founder of XBRL and the chief architect of its initial standardization work in 
transactional and detailed data space: the Global Ledger (XBRL GL). He serves as a Domain 
Coordinator for the United Nations CEFACT Accounting and Audit Domain. 

As a national Expert to ISO standardization projects in Audit Data Collection and Blockchain and 
Distributed Ledger Technologies, he hopes to facilitate the development of continuous audit, the 
establishment of the electronic, seamless audit trail, and building the foundations for auditing in a 
Blockchain/Distributed Ledger environment. He leads the ISO study on interoperability issues for 
blockchain.

His consultancy, Cohen Computer Consulting, began in 1992 to help organizations cope with, and 
benefit from, accounting and audit technology. Cohen Computer Consulting was one of the original 
13 organizations that started XBRL. After a brief 17 year hiatus, he is now again focusing on 
accounting software implementations, as well as Audit Data Standards, Blockchain, Continuous Audit, 
Data Level Assurance and XBRL. As he is fond of saying, “At Cohen Computer Consulting, we turn 
‘computerese’ into ‘computer-ease’”.

Mr. Cohen is a member of the American Institute of Certified Public Accountants and the New York 
State Society of Certified Public Accountants. He appreciates a long history of collaboration with the 
academic community. A selective bibliography of his publications can be found at his web site.

Cohen Computer Consulting
Website: http://www.computercpa.com
E-mail: eric.e.cohen@computercpa.com

Phone: +1-559-4-XBRL-GL (+1-559-492-7545)

Eric E. Cohen

http://www.computercpa.com/
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GETTING SOME THINGS OUT OF THE WAY

• Bitcoin and blockchain/distributed ledger technologies backgrounder

• The Phenomena, the Fad and the Fallacies; getting us together on some things
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https://bitcoin.org/bitcoin.pdf

October 31, 2008

DID BLOCKCHAIN BEGIN WITH BITCOIN IN 2008?
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Chain of Blocks goes back 25 years!
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DOES BLOCKCHAIN IMPACT/OBSOLETE 
ACCOUNTANTS?
Blockchain technology has the potential to impact all recordkeeping processes, including the way transactions are 
initiated, processed, authorized, recorded and reported. Changes in business models and business processes may impact 
back-office activities such as financial reporting and tax preparation. Independent auditors likewise will need to 
understand this technology as it is implemented at their clients. Both the role and skill sets of CPA auditors may change 
as new blockchain-based techniques and procedures emerge. For example, methods for obtaining sufficient appropriate 
audit evidence will need to consider both traditional stand-alone general ledgers as well as blockchain ledgers. 
Additionally, there is potential for greater standardization and transparency in reporting and accounting, which could 
enable more efficient data extraction and analysis. Blockchain technology could bring new challenges and opportunities to 
the audit and assurance profession. While traditional audit and assurance services will remain important, a CPA auditor’s 
approach may change. Just as the audit and assurance profession is evolving today, with audit innovations in automation 
and data analytics, blockchain technology may also have a significant impact on the way auditors execute their 
engagements. Moreover, CPAs may need to broaden their skill sets and knowledge to meet the anticipated demands of 
the business world as blockchain technology is more widely adopted.

https://www.aicpa.org/content/dam/aicpa/interestareas/frc/assuranceadvisoryservices/do
wnloadabledocuments/blockchain-technology-and-its-potential-impact-on-the-audit-and-
assurance-profession.pdf
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“BLOCKCHAIN MAKES AUDITORS OBSOLETE; IT IS SELF-
AUDITING”
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SHOULD EVERYONE SHOULD BUY CRYPTO TODAY?

• FOMO

• HODL

• DYOR

• ATH, ATL

• Whale

• ASHDRAKED, REKT

• Eric is a REVERSE INDICATOR

• Fork – If you held Bitcoin at 8/2014, how may altcoins would you also 
hold? (https://en.wikipedia.org/wiki/List_of_bitcoin_forks)

Most terms are 
humorous; not 
understanding one of these terms means you lose money.

https://en.wikipedia.org/wiki/List_of_bitcoin_forks
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1 Bitcoin @ 

7/15/2016

1 Bitcoin 

(BTC)

1 Bitcoin Cash 

(BCH)

7/15/2016 8/1/2017 10/24/2017 2/28/2018 9/13/2018

1 Bitcoin 

(BTC)

1 Bitcoin Cash 

(BCH)

1 Bitcoin Gold 

(BTG)

1 Bitcoin 

(BTC)

1 Bitcoin Cash 

(BCH)

1 Bitcoin  

Gold (BTG)

1 Bitcoin 

Private (BTCP)

7/15/2016 8/1/2017 10/24/2017 2/28/2018 9/13/2018

BTC 660.00 2,900.00 5,900.00 11,000.00 

BCH 380.00 320.00 1,200.00 

BTG 140.00 115.00 

BTCP 60.00 

Total $  660.00 $3,280.00 $ 6,360.00 $12,375.00 

Bitcoin, Forks and Altcoins

1 Bitcoin 

(BTC)

1 Bitcoin Cash 

(BCH)

1 Bitcoin  

Gold (BTG)

1 Bitcoin 

Private (BTCP)

https://cryptocurrencyfacts.com/a-list-of-upcoming-bitcoin-forks-and-past-forks/
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THERE’S A LOT OF CONFUSION
• “’The’ Blockchain”

• Blockchain <> Distributed Ledger … or is it?

• Anarchy tool or regulatory tool?

• New means of financing/equity? 

• Teams and whitepapers or F/S?

• Blockchain or Block chain (terminology)

• Nakamoto vs beyond

• Fungible tradeable assets vs direct identification 
(FT, FNT, ERC20/ERC721)

• Permissionless/permissioned

• Public/private

• Decentralized/centralized

• Proof of Work/Proof of Stake

• Mining/Consensus
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Coins 
and 

Tokens

Equity

SecurityUtility

• Generally fungible – no 
collectible coins or tokens

• Tied to tangible? Story of 
Tether

• Exchanges: e.g., Coinbase
• Manage your own
• Handing over the keys?

IS IT ALL ABOUT BITCOIN?
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DIGITAL ASSETS https://opensea.io/assets

Coinmarketcap.com
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IS IT EASY TO INVEST AND MANAGE YOUR OWN 
ASSETS?

• With custodial accounts (they hold they keys), you do not have access to your assets except through 
them; many attacks and losses

• With non-custodial or direct holdings:

• No one else can help you if you lose track of them; the strength of the security is a “weakness”

• Your unfamiliarity with managing assets in these matters means someone else could use guesswork, social 
engineering or other relatively simple means of taking your assets from you

• No one has any idea how much of the assets are left without anyone having access to them
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DECENTRALIZED “MONEY”

• Kept at third party (e.g., exchange) – easy, but many risks

• Exchanges and KYC/anonymity

• Kept on your device on a wallet

• If you lose your keys/phrases, you are out of luck

• Will public/private keys become worse than tracking passwords?

• No FDIC guarantee

• No one to get you back in

• Attackers galore
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CLASS EXERCISES

• Use of Coinmarketcap.com to find coins and transactional/price history

• Use of blockchain explorers like blockchain.info to find specific transactions and balances in different 

chains 

• 10,000 bitcoin for two pizzas transaction

• Wallets with the most value in them

• And others

• Use of Stellar testnet (https://portal.willet.io/) to obtain test coins, obtain keys/wallet address, transfer 

Stellar test coins between wallets and track the activities

• Use of RoyalFork to visualize and better understand private and public keys, wallet addresses and why 

random numbers as input are necessary 

https://urldefense.proofpoint.com/v2/url?u=http-3A__Coinmarketcap.com&d=DwQFaQ&c=Oo8bPJf7k7r_cPTz1JF7vEiFxvFRfQtp-j14fFwh71U&r=2SvpZrReSxOy4-MrYI6JjGOjQeMpgrs48ZFzqUO130g&m=RBc7R9fwrevKSvk5OxwUNIFP5pHHpFFcxBQGb2MYc7M&s=ErOdJirvTvjd_wp0Ew97gSP_9Isl-kMPFboTCJMXZv4&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__blockchain.info&d=DwQFaQ&c=Oo8bPJf7k7r_cPTz1JF7vEiFxvFRfQtp-j14fFwh71U&r=2SvpZrReSxOy4-MrYI6JjGOjQeMpgrs48ZFzqUO130g&m=RBc7R9fwrevKSvk5OxwUNIFP5pHHpFFcxBQGb2MYc7M&s=IXq-5dD7IEePGD1C4I1ot_BWNU2E-xahVdysoHytTC0&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__portal.willet.io_&d=DwMFaQ&c=Oo8bPJf7k7r_cPTz1JF7vEiFxvFRfQtp-j14fFwh71U&r=2SvpZrReSxOy4-MrYI6JjGOjQeMpgrs48ZFzqUO130g&m=RBc7R9fwrevKSvk5OxwUNIFP5pHHpFFcxBQGb2MYc7M&s=Gd8fcuzZ-me8ibnsnZ9a2vPQdsByfgtHf3tlsm41Ot0&e=
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Exercise 1:
Exercises might include:

When did Bitcoin first hit $1, $10, $100, 
$1,000, $10,000?

What was Bitcoin’s highest value? How about 
Ripple/XRP?
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Exercise 3:

Exercises might include:

Using the TestNet, generate public and private 

keys and establish an account.

Transfer coins (given free) to another student 

using their account information. Transfer a few 

more times. Then see the trail it leaves.
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BLOCK/TRANSACTION VIEWING TOOLS

• Bitcoin: https://blockchain.info/

• But see https://cryptograffiti.info/

• Ethereum: https://etherscan.io/ https://etherchain.org/

• Ripple: https://lnkd.in/drqks5n

• Litecoin: https://lnkd.in/der2REx

• Stellar: https://stellarchain.io/

• 16 different chains: https://bchain.info

Exercise 2:
Exercises might include:
Using Blockchain.info, provide a print screen 
showing the exchange of 10,000 Bitcoin that 
purchased two pizzas 
https://bitcointalk.org/index.php?topic=137.0

Identify the wallet addresses holding the most 
USD equivalent in Bitcoin, Ether or other 
cryptocurrencies

See later exercises; use these viewing tools to 
show transactions that will take place in class

Coinmarketcap accepts donations in crypto –
how much has been put into those wallets?

https://blockchain.info/
https://cryptograffiti.info/
https://etherscan.io/
https://etherchain.org/
https://lnkd.in/drqks5n
https://lnkd.in/der2REx
https://stellarchain.io/
https://bchain.info/
https://bitcointalk.org/index.php?topic=137.0
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Large Prime
Number 1

Large Prime
Number 2

Really Large
Number (P1 x P2)

doctor prolapse practice feed 
shame frail despair banjo road 
again bridge least

https://github.com/bitcoin/bips/blob/master/bip-0039.mediawiki

Private Key (a number derived 
from the above)

Public Address (a number derived 
from the public key)

(Bitcoin, Ethereum, etc.)

Wallet Specific Recovery Phrase, based on 
wallet-specific wordlist

See it in action!

Bitcoin
https://www.royalfork.org/2014
/08/11/graphical-address-
generator/
Ether
https://www.royalfork.org/2017
/12/10/eth-graphical-address/

Public Key (a number derived from 
the private key)

Exercise 4 …
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https://bitinfocharts.com/top-100-richest-bitcoin-addresses.html

https://etherscan.io/accounts

Whoever holds the private keys to these two addresses has access to $1B of assets each as of 6/23/2018

Exercise 4: Use of RoyalFork to visualize and better understand 
private and public keys, wallet addresses and why random 
numbers as input are necessary 
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Private Key (a number derived 
from the above)

Public Address (a number derived 
from the public key)

Public Key (a number derived from 
the private key)

While it is “simple” to move from private key to public key and public addresses (“deterministic”), it is very 
difficult to go the other way. If someone has your private key, they have access to all related resources.

All public addresses are public and viewable on a specific public chain or ledger. They are not associated 
directly with the owner. Still, it is recommended to only use a public address once.

Public keys can be made public, so third parties can know a specific owner has signed a transaction. 

Private keys are used to sign transactions sending cryptocurrency to others. The key should be tightly 
controlled (be very careful what applications you enter them into). The public key can verify that the private 
key was used to sign the transaction due to the tight coupling of the two.
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https://www.movable-
type.co.uk/scripts/sha256.ht
ml
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https://passwordsgenerator.net/sha256-hash-generator/
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WHAT IS ISO/TC 307?
• ISO Technical Committee (many projects underway)

• Proposal from Australia: ISO/TS/P 258 April 2016
• Standardisation of blockchains and distributed ledger technologies to support interoperability and data interchange among users, 

applications and systems. 

• Very broad in scope; maturity and readiness for standards questioned

• ISO/TC 307 established September 2016
• https://www.iso.org/committee/6266604.html

• Mirror committees began to prepare

• First meeting in Sydney, April 2017
• Second meeting in Tokyo, November 2017

• Third meeting in London, May 2018
• Next meeting – Moscow in October

ISO 3166, 4217, 8601 etc.



September 2018 AAA Blockchain Technology Issues Forum San Francisco, CA

WHAT WILL IT DO?

• Answer 1: TBD

• Answer 2: Whatever the participants agree it should do, under the rules defined by ISO

• Answer 3: Terms agreed in London last month, to be made more generally public

• Technical committees are established by the ISO/Technical Management Board (TMB) on a provisional basis. 
Within 18 months, provisionally established technical committees are required to prepare a strategic business 
plan for review by the ISO/TMB . The committees are formally established by the ISO/TMB at the time of 
acceptance of the business plan. This does not preclude the initiation of standardization projects during this 18 
month period.
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WHO IS INVOLVED?

Ever expanding list of 
“P” countries provide 
experts, actively 
participate, vote

Australia (SA)
Austria (ASI)
Brazil (ABNT)
Belgium (NBN)
Brazil (ABNT)
Canada (SCC)
China (SAC)
Croatia (HZN)
Cyprus (CYS)
Denmark (DS)
Finland (SFS)
France (AFNOR)
Germany (DIN)
Hungary (MSZT)

India (BIS)
Ireland (NSAI)
Italy (UNI)
Jamaica (BSJ)
Japan (JISC)
Kazakhstan (KAZMEMST)
Korea, Republic of (KATS)
Luxembourg (ILNAS)
Malaysia (DSM)
Netherlands (NEN)
New Zealand (NZSO)
Portugal (IPQ)
Russian Federation (GOST R)
Singapore (ESG)

Spain (UNE)
Sweden (SIS)
Switzerland (SNV)
Ukraine (DSTIJ)
United Arab Emirates (ESMA)
United Kingdom (BSI)
United States (ANSI)
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LIAISONS

• Many ISO groups

• SWIFT

• EC

• UNECE

• ITU

• FIG (Surveyors)

• And others …
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ISO/TC 307 BLOCKCHAIN AND DISTRIBUTED LEDGER 

TECHNOLOGIES

https://www.iso.org/committee/6266604.html

Scope: Standardisation of blockchain technologies and distributed ledger technologies

Study Group Related Working Group
1. Reference Architecture, Taxonomy and Ontology 1. Foundations

2. Use cases (continues as SG)

3. Security and Privacy 2. Security, Privacy and Identity

4. Identity (combined with WG 2, above)

5. Smart Contracts 3. Smart Contracts and their applications

JWG 4 IT Security

6. Governance of B&DLT Systems (newer SG)

7. Interoperability of B&DLT Systems (newer SG)
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TIMELINE TO DATE

April 2017

• Sydney, 
Australia

• Establishment 
of SG 1 - 5

November 
2017

• Tokyo, Japan
• Establishment 

of first WGs 
and SG 6 - 7

May 2018

• London, UK
• Establishment 

of new 
projects and 
joint WGs
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STANDARDS/PROJECTS UNDER DEVELOPMENT

• Reference architecture

• Taxonomy and Ontology

• Terminology and concepts

• Discovery

• Security risks and vulnerabilities

• Overview of privacy and personally identifiable 
information (PII) protection

• Overview of identity

• Security of digital asset custodians

• Legally binding smart contracts

• Overview of and interactions between smart 
contracts in blockchain and distributed ledger 
technology systems
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FOCUS ON HOW BLOCKCHAIN/DLT IS UNIQUE

• How different from Cloud Computing, IoT?
• Cryptoassets/stores of “value”
• Decentralization and consensus mechanisms

• Immutability by design
• Smart Contracts
• Unique fingerprint of the layers of the Reference Architecture
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SG 7: INTEROPERABILITY

• Looking to prior work and finding what is unique for B/DLT
• CORBA (1995)

• EDI (1960s) and XML (1990s)

• Web Services (2004)

• ISO recent effort
• Cloud Services Interoperability (ISO/IEC 19941 2017)

• Internet of Things Interoperability (ISO/IEC AWI 21823-1 2018)
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PRIOR ISO WORK: “5 FACETS” MODEL FROM ISO/IEC 
19941

Source: NIST tweet: https://twitter.com/usnistgov/status/776122926353362944
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SG 7 PROCESS

• Application of “five facets” to/from/between layers of B/DLT

• Syntax: Format of information

• Semantics: Meaning of information

• Behavior: Informational rules behind information and services

• Policy, Trust, Organization: Legal and organizational rules behind information and services

• Transport: Method of moving information

• Also considered

• Discovery: Publishing/responding to inquiries and finding sources for information and services

• And Cryptoassets and interoperability
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SG 7 PROCESS SINCE NOVEMBER (CONT.)

• Since London, now underway

• Cryptoassets: Coins, tokens, et al.

• Recommendations made for consideration in London on

• Which topics should become new projects (TR, TS, IS)

• Which should be picked up under the work of existing WGs

• Ongoing work of SG 7 

• Which should be left to the market to develop
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ACCOUNTING AND AUDIT
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An Internet-facilitated single, global, 
immutable, public, cryptographically-

supported standardized audit trail 
supporting continuous audit, 

leveraging digital signatures and 
hashes

I’VE BEEN DISCUSSING THIS FOR > 15 YEARS
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Rights

“BLOCKCHAIN MAKES AUDITORS OBSOLETE; IT IS SELF-
AUDITING”
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PROVIDE THE DETAIL – THE SUMMARY CAN BE A 

SIMPLE BY-PRODUCT (50 YEAR OLD IDEA)

To aggregate, or not to aggregate … that is 
the question:
Whether ‘tis more transparent  in the mind 
to provide “Events” of underlying detail
for stockholders to make outrageous 
Fortunes
Or to summarize a Sea of Troubles
And by the “Value” report them.

The Accounting Review, January 1969
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Standards

Cloud and mobile/DLT

Computerization

Storage

Analytics

Services

Some hurdles to making Events Approach practicable; role of Blockchain and Events recording
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POTENTIAL APPROACHES AND THINGS TO 
CONSIDER
• Partial or total tokenization

• Digital, physical and intangible assets, including IP and rights
• Tracking

• Ownership and obligations

• Removing after-the-fact, untraceable decisions
• Smart contracts and standard business rules

• Audit
• Transaction authentication

• Audit trail

• Automated audit processes
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3EA

• Cryptographic means and mechanisms

• The trade document is the transaction

• Pseudonymity

• Integrated payments

• “One source of the truth”

• Implementations - examples
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What if there was an ecosystem that uses distributed ledger 
technology and an open source library of accounting smart 
contracts sufficient to capture, process, audit and report enterprise 
data and performance data on a real time continuous basis under 
a continuous independent audit exceeding current accounting, 
audit and control standards?

One with the capacity to meet and exceed the reliability of existing 
reporting and audit standards but laying down a foundation for the 
potential token economy? 

Moving Accounting & Audit to B/DLT
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INPUTS AND OUTPUTS OF AUDIT
IAASB

PCAOB

AICPA

The objective of the auditor is to 
plan and perform the audit to 
obtain appropriate audit evidence 
that is sufficient to support the 
opinion expressed in the auditor's 
report.1

http://www.ifac.org/system/files/downloads/a022-2010-iaasb-handbook-isa-500.pdf
https://pcaobus.org/Standards/Auditing/Pages/AS1105.aspx
https://www.aicpa.org/Research/Standards/AuditAttest/DownloadableDocuments/AU-C-00500.pdf
https://pcaobus.org/Standards/Auditing/Pages/AS1105.aspx
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CREATE AN ELECTRONIC STANDARDIZED AUDIT TRAIL –

“BLACK BOX AUDIT TRAIL” EEC, 2001-2003

Sub-systems GL
Business

Reporter
Transfer

Sub-systems

Sub-systems

Branch

Systems
Business

Reports
xbrlpost post

Compare details with summaries

XML-based source 
documents can be 
stored in databases 
and retrieved and 
reported upon as 
needed.

XML-based 
universal audit trail 
can represent 
transactions AND 
processes; archive 
and query anytime.

XML-based 
universal audit trail 
provides drill-down 
detail from 
standardized 
business reports.

XSL

itd

XML data can be 
from a file, a data 
stream, or a web 
service.

Compare withexternal sourcedata

Rules-based monitoring, triggers and alarms
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ERIC’S BLACKBOX AUDIT 
TRAIL FROM 15 YEARS AGO

W
C

AR
S 

20
05
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Smart Contract Platform
- Commitments and contingencies
- Board Resolutions
- Audit Committee Resolutions
- Employment Agreements
- Equity Issuance Agreements
- Debt Issuance
- Equity Based Compensation
- Equipment Purchase
- Purchase Orders
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ROLE OF AI AND MACHINE LEARNING

- Supporting automated analytics

- Bridging the gap from periodic to real-time

- Learning and adapting

- Reducing delays from need for manual 
effort

- Example: Steps related to the work of 
management’s expert
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EXAMPLE: ROLE OF AI/ML AND 
MANAGEMENT’S EXPERT

- Information regarding the competence, capabilities and objectivity of a management’s 
expert may come from a variety of sources, such as:

- Personal experience with previous work of that expert.

- Discussions with that expert.

- Discussions with others who are familiar with that expert’s work.

- Knowledge of that expert’s qualifications, membership of a professional body or industry 
association, license to practice, or other forms of external recognition.

- Published papers or books written by that expert.

- An auditor’s expert, if any, who assists the auditor in obtaining sufficient appropriate audit 
evidence with respect to information produced by the management’s expert.
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FULLY INTEGRATED CONTINUOUS PROCESS

W
CA

RS
 2

00
5



September 2018 AAA Blockchain Technology Issues Forum San Francisco, CA

ACCOUNTING AND AUDIT SERVICES, CONSORTIUMS

• Best known “accounting” 
efforts
• Balanc3 from Consensys

• LIBRA
• Auditchain
• Many 3EA wannabes

• Accounting oriented 
consortiums
• Accounting Blockchain Coalition

• https://accountingblockchain.net

• DCARPE Alliance
• DCARPE.org

https://accountingblockchain.net/
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ETHICS AND AI

• Training

• Education

• Supervision

• Judgement

• Artificial intelligence, intuition, gut feel

• Who signs the auditor’s report?

https://www.ifac.org/system/files/publications/files/Final-

Pronouncement-The-Restructured-Code_0.pdf
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AUDIT PROCEDURES AND PHASES

Risk assessment procedure, Test of controls, Substantive procedures

Procedures to obtain 

audit evidence 
(ISA 500 .A2, AS 1105 .15-.21, AU-C 500 .A14 -

.A26 )

Blockchain/DLT
How do you store it

XBRL
How do you represent it?
(Data and Asserted Rules)

AI/Machine Learning
How do you perform it?

IohT
How do you enter, monitor, 

act on its?

Inspection (documentation, 

including vouching, tracing, 

scanning?)

Observation (processes or 

procedures)

(External) Confirmation

Recalculation

Reperformance

Analytical procedures, 

including scanning (AICPA)

Inquiry

WORKING ON THESE AREAS:
What’s practical – today

What’s practical – tomorrow

What’s necessary or no longer necessary 

tomorrow (e.g., token economy)
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INTERNET OF THINGS AND ACCOUNTING

• IoT is happening: monitoring, recording, acting
• Benefits and concerns for the business reporting supply chain

• Automating collection of information necessary for record-keeping and decision making with 

potential benefit of facilitating the capture of increased amounts of information (more detail, 
more often) with reduced manual errors

• Reducing time lapse between an event and its recording for more timely decision making

• Facilitating assessment of process-driven activities

• Good news/bad news: more data, more action, more observation, reduction of immediate 

direct human impact
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EMERGING TECHNOLOGIES IMPACT ON THE 
ACCOUNTING PROFESSION
• Accounting and audit profession’s 

history of embracing technology
• History of my inspiration: NYS CPE circa 

1990

• From Lotus 1-2-3 to PCAOB AI 20.16-.18
(early adopter or white-flag)

• IFRS updating its principles of disclosure … 
role of digital reporting?
• "The [IASB] decided that the staff should perform further 

analysis about whether and how to consider the effect of 
technology and digital reporting within the scope of the 
Principles of Disclosure project for discussion at a future 
Board meeting." 65

https://pcaobus.org/Standards/Auditing/Pages/AI20.aspx
http://www.ifrs.org/projects/work-plan/principles-of-disclosure/
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IOT IN AUDITING; AUDITING IOT

• Nonetheless, technology can be a facilitator
• Facilitation of human involvement

• Drones, virtual/augmented reality, virtual presence, wearable 
tech

• Facilitation of automated processes to maximize human 
involvement
• RF ID, advanced analytics, use of exogenous data, AI, 

Tokenization, autonomous vehicles

• IOT in auditing

• Auditing IoT
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INVOLVE IOT IN AUDITING

• Auditor’s “physical” involvement – but not full-time involvement – is expected in practice

• The observer effect (Hawthorne Effect)

• Theory that observing a process necessarily changes the process

• Insulation: benefits and concerns

• Greater and lesser exposure at the same time (remote proctoring example)

• Necessary for dealing with increased technology, need for speed, globalization and automation 

• Gut-feel, whistleblowers, observation of topics other than those under focus
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Valuation
Existence

aLlocation
Occurrence
Completeness

classIfication
undeRstandability

Accuracy
Presentation

cuToff
Obligations
Rights

IOT: GATHERING EVIDENCE TO 
SUPPORT ASSERTIONS

6
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OBJECTS INTERACTING WITH PEOPLE AND SYSTEMS
Occurrence 
/ Action / 

Acquisition

Collection / 
Communiucation

Storage

Aggregation 
/ 

Preparation

Analysis / 
Analytics

Interpretation

Sensors / Individually identified objects (people and 
things) interacting on the Network

Network

Standards

Standard Rules
Artificial Intelligence
Visualizations
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EXAMPLE: EXPECTATION OF PHYSICAL PRESENCE
• Attend, observe, inspect … or modify your opinion (ISA 501)

• Be “present”

• .01 Observation of inventories is a generally accepted auditing procedure. The 
independent auditor who issues an opinion when he has not employed them must bear in 
mind that he has the burden of justifying the opinion expressed.

• .09 When inventory quantities are determined solely by means of a physical count, 
and all counts are made as of the balance-sheet date or as of a single date within a 
reasonable time before or after the balance-sheet date, it is ordinarily necessary for the 
independent auditor to be present at the time of count and, by suitable observation, 
tests, and inquiries, satisfy himself respecting the effectiveness of the methods of 
inventory-taking and the measure of reliance which may be placed upon the client's 
representations about the quantities and physical condition of the inventories. (PCAOB AS 
2510: Auditing Inventories)

• Has “present” changed in an IoT era? 70

AS 2510 (PCAOB), AU-C Section 501.11 - .15, .A21-.A38 (AICPA); ISA 501.4-.8, .A1-.A16 (IAASB)



September 2018 AAA Blockchain Technology Issues Forum San Francisco, CA

AUDIT PROCEDURES AND PHASES

Risk assessment procedure, Test of controls, Substantive procedures

Procedures to obtain audit 
evidence 

(ISA 500 .A2, AS 1105 .15-.21, AU-C 500 .A14 - .A26 )

Internet of Things
Actors on the Network; sensors 

and “doers”

Blockchain/DLT
How do you store it

Audit & Accounting Standards
How do you represent it?
(Data and Asserted Rules)

AI/Machine Learning
How do you perform it?

Inspection (documentation, 
including vouching, tracing, 
scanning?)

Observation (processes or 
procedures)

(External) Confirmation

Recalculation

Reperformance

Analytical procedures, including 
scanning (AICPA)

Inquiry

W O R K I N G O N T H E S E A R E A S:

What’s practical – today
What’s practical – tomorrow

What’s necessary or no longer necessary 
tomorrow (e.g., token economy)

7
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Auditing the Internet of Things

• For us to audit with IoT, we need to have comfort in IoT
• For us to have comfort in client’s and third party IoT, we need to have ways to 

assess it

7
2



September 2018 AAA Blockchain Technology Issues Forum San Francisco, CA

AUDITING THE INTERNET OF THINGS

• Organizational oversight, policies, controls

• Assessing and remediating risks

• Existence/completeness, tracking, monitoring the pieces in 

place

• Configurations, patching (firmware, OS, apps) and maintenance

• Security of sensors (esp. privacy); security of actors

• Resiliency, dealing with DoS

• Safety

• True to purpose

• Prevention, detection, remediation
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“CONFUSED” ABOUT IOT: RISK EVALUATION 
FRAMEWORK

CONFUSED
• CONF – Configuration risks
• USED – Activity risks
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“CONFUSED”ABOUT IOT: “CONF”

• CONF - Configuration
• Configuration risks

• Is each thing properly (virtually, software configuration) set up, patched and maintained? 

• Operational limitations
• Is each thing properly physically set up in order to achieve its purpose? 

• iNventory mismanagement
• Are all of the things in the network inventoried and working together, as well as physically tracked and maintained? 

• Flawed design
• Is each thing in the network initially (and kept on an ongoing basis, or replaced as necessary) inherently suitable to do 

the required monitoring, recording or acting task?
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“CONFUSED” ABOUT IOT: “USED”

• USED - Activities
• Use limited

• Use limited to and kept accessible to legitimate users: authorized use isn’t blocked, redirected, time shifted or abused 
(once again, consider every caper film and how they get around cameras and alarm systems) 

• Surveillance and exposure
• Surveillance and exposure by illegitimate users blocked, monitored and assessed 

• Ease-of-use
• Easy-to-use by those who should have access; users are frustrated by trying to use the data or control the "thing". 

• Difficult of use
• Difficult to use by those who shouldn’t have access
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SUMMARY RESEARCH IDEAS

• Do audit procedures need to change to fully benefit from IoT in audit?

• Do ethics rules need to change to fully benefit from IoT in audit?

• Is there anything better than being CONFUSED about IoT?
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RESOURCES, CALL TO ACTION AND NEXT 
STEPS FOR ACCOUNTANTS
http://www.accaglobal.com/uk/en/technical-
activities/technical-resources-search/2017/april/divided-we-
fall-distributed-we-stand.html
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RESOURCES (CONT.)

https://www.icaew.com

/-

/media/corporate/files/

technical/information-

technology/technology

/blockchain-and-the-

future-of-

accountancy.ashx

https://www.aicpa.org/interestareas/frc/assuranceadvisoryser

vices/blockchain-impact-on-auditing.html
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RESOURCES

• Handbook of Applied Cryptography

• http://cacr.uwaterloo.ca/hac/index.html

• http://math.fau.edu/bkhadka/Syllabi/A%20handbook%20of%20applied%20cryptography.pdf

• Stellar TestNet environment (to work with keys and obtain “free” coins/tokens for class exercises)

• https://portal.willet.io

http://cacr.uwaterloo.ca/hac/index.html
http://math.fau.edu/bkhadka/Syllabi/A%20handbook%20of%20applied%20cryptography.pdf
https://portal.willet.io/

