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ABSTRACT

This paper presents the results of a study with four objectives: (1) to determine internal auditors’ knowledge of professional standards relating to fraud prevention and detection and the extent to which they apply those standards on the job; (2) to determine the attitudes of internal auditors concerning fraud prevention and detection within their own entities; (3) to determine the relative success internal auditors have experienced in detecting fraud of various types; and (4) to determine the extent of cooperation that exists between internal and external auditors in the area of fraud detection and prevention.  A study of this type is relevant and timely in light of the recent emphasis on fraud in the business world, issuance of Statement on Auditing Standards (SAS) No. 82, Consideration of Fraud in a Financial Statement Audit, by the American Institute of Certified Public Accountants (AICPA), and subsequent deliberations to revise it.  

To accomplish our objectives, we employ a survey instrument mailed to a sample of internal auditors.  Results show that, while internal auditors are generally knowledgeable about professional standards relating to fraud, their attitudes are, at best, mildly positive toward the idea of the internal audit department being a primary party in detecting fraud within their organizations.   Their attitudes are slightly more positive toward responsibilities for fraud prevention than fraud detection.  Additionally, internal auditors tend to be more positive about responsibilities for fraud to the detriment of the organization (e.g., employee fraud) than fraud for the benefit of the organization (e.g., fraudulent financial reporting).  Respondents who possess one or more professional certifications feel more negative toward responsibilities related to fraud than those who do not possess those certifications.  Nevertheless, respondents to our survey reveal multiple instances of detected frauds of both types.    Finally, internal auditors feel mildly positive about the extent of cooperation that exists between their departments and their external auditors in areas of detection and prevention of fraud.  
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INTRODUCTION

In spite of over 20 years of efforts to define, identify, and deal with financial fraud, it has continued to proliferate in numerous forms, both domestically and internationally, within entities of all sizes and types.   In 1993, 1994, and 1998, the Forensic and Investigative Services Division of the independent accounting firm of KPMG, LLP conducted an extensive survey of fraud from a wide array of businesses and industries (KPMG 1994, 1995, 1999).  Respondents in 1998 indicated that 62 percent of these entities had experienced at least one incident of fraud that year.  Fifty-nine percent believed that fraud would become more of a problem in the future, citing increasing economic pressure, inadequate punishment of convicted criminals, weakening of society’s values, and insufficient emphasis on prevention and detection as the chief contributing causes (KPMG 1999).  

Under Standards for the Professional Practice of Internal Auditing, internal auditors are required to have sufficient knowledge to identify the indicators of fraud but are not expected to have the expertise of persons whose primary responsibilities are detecting and investigating fraud (IIA, 2001).  While fraud detection and prevention activities are not prominent in the Institute of Internal Auditors’ (IIA)’s recently revised definition of internal auditing,
 the IIA acknowledges the importance of internal auditor involvement in the process of detecting and preventing fraud.  

 The purpose of the external audit is to provide users of the entity’s financial statements with assurance that those reports are free from material misstatements, whether caused by error or fraud.  External audits are governed by standards issued by the American Institute of Certified Public Accountants (AICPA).  Those standards require that independent audits be planned, in part, to detect financial statement misstatements caused by material fraud (AICPA 1998).   

Somewhat paradoxically to the relative lack of emphasis placed on fraud detection and prevention in internal audit standards, according to the KPMG study, the internal audit function was involved in detection of approximately 43 percent of reported frauds in 1998, while the external audit function (designed for the purpose of detecting misstatements due in part to fraud) was involved in detection of only four percent of the reported frauds (KPMG 1999).  The purpose of this study is explore this paradox further by eliciting the opinions and attitudes of internal auditors as to their role in fraud prevention and detection, their knowledge of professional standards in this area, practices that have proven to be particularly effective in fraud prevention and detection, and cooperation between internal and external auditors.

Until 2001, and during the time that the data for the present study was being gathered, the IIA’s authoritative pronouncement on fraud was Statement on Internal Auditing Standards (SIAS) No. 3, Deterrence, Detection, Investigation and Reporting of Fraud (IIA 1985).  This statement provided broad guidelines for the internal auditor's participation in deterrence, detection, investigation, and reporting of fraud.  It did not include the specific guidance provided by more recent professional standards of the AICPA.   In 2001, internal audit standards, including those pertaining to fraud, were revised.  SIAS No. 3 was superceded, but the exact language and guidance from the standard was moved to a “Practice Advisory,” with which compliance is optional.  One of the objectives of our research is to shed light on the extent to which internal auditors understood the guidance of SIAS No. 3, the extent to which they employed it in their daily activities, and whether they were satisfied with the guidance the standard provided.   Although the standard is no longer applicable, respondents’ views are still valid with respect to the guidance provided by the practice advisory with respect to knowledge of fraud factors.  

In 1997, after a four-year study recommended by the Public Oversight Board of the U.S. Securities and Exchange Commission, the AICPA issued Statement on Auditing Standards (SAS) No. 82, Consideration of Fraud in a Financial Statement Audit.    SAS No. 82 clarifies and gives detailed guidance to the external auditor regarding the assessment of fraud risk and the necessary response to that assessment, as well as documentation and communication requirements (AICPA 1997).   Although the standard applies exclusively to the work of the external auditor, it is logical to believe that the provisions of the standard might affect the work of the internal auditor as well.  This is particularly the case, for example, when external auditors rely heavily on the work of internal auditors as permitted in their professional standards.  We have seen no research to date on the effect of SAS No. 82 on the scope of internal auditors' work.
 

One might assume that if fraud prevention and detection were common goals for internal and independent auditors, the two groups would institute extensive cooperative efforts as well as promulgate specific written standards directed toward this end.  Unfortunately, this has not been the case.  The AICPA has left the issue of cooperation with internal auditors in the area of fraud prevention and detection somewhat open-ended.  In SAS No. 65, The Auditor’s Consideration of the Internal Audit Function in an Audit of the Financial Statements, the AICPA acknowledges that the internal audit function may be a factor in determining the nature, timing and extent of independent audit tests (AICPA 1991).  Also, in SAS No. 82, the AICPA recommends that the independent auditor “consider the effectiveness of established programs for fraud prevention and detection that may exist within the company and inquire of persons overseeing such programs as to whether they have been successful in identifying any fraud risk factors.”  Although internal auditors might not always oversee fraud prevention programs, it seems logical that they might be involved in identifying fraud risks, in designing preventive programs, and in monitoring them for effectiveness.  From the brevity of the reference, it appears that the AICPA has devoted no more than cursory attention to this issue.   This is ironic, in light of the reportedly high success rates of internal auditors in detecting fraud mentioned in the KPMG study.  It is logical to infer that, since the issuance of SAS No. 82, independent auditors may have instituted efforts to elicit the help of the internal auditors of their clients regarding identification of and responses to fraud risk factors.  We have seen no published research to date that addresses this issue.  Our study includes questions that probe internal auditors’ knowledge of the provisions of SAS No. 82, as well as the extent to which the issuance of that standard has impacted their work through increased assistance to external auditors.  

PRIOR RESEARCH

Only a few prior empirical or archival research studies have touched on the issues of internal auditor involvement in the prevention and detection of fraud or with cooperative efforts between internal and external auditors.  In addition, existing research pre-dates issuance of SAS No. 82, and deals only tangentially with questions addressed by our study.  Campbell and Lindsay’s (1994) study was published about the same time as the initial KPMG studies (1994, 1995) and found similar results.  Specifically, they found that internal auditors are frequently involved in detection of both management and employee fraud.  Campbell and Lindsay’s primary purpose seems to be the illustration of a randomized response technique to assure anonymity of responses to sensitive questions.  In contrast to Campbell and Lindsey, our questioning technique is more straightforward, and we have assured anonymity of responses by other means.  

Welch, et al. (1996) surveyed the membership of the Association of Certified Fraud Examiners (ACFE) regarding actual incidences of fraud with which they were familiar.  They collected a total of 2,573 cases of known fraud, and found that organizations with internal audit functions were significantly more effective in detecting fraud than those without internal audit functions.  Additionally, they found that frauds in entities with internal audit functions had significantly shorter duration than those in entities without internal audit functions.  While results of this study also confirm those of the KPMG studies referenced earlier, they do not address most of the issues that we address.     

Beasley, et al. (1999) conducted an archival study of fraudulent financial reporting among SEC registrants during the decade 1987-1997.  Sponsored by the Committee of Sponsoring Organizations (COSO) of the Treadway Commission, the researchers analyzed all instances of fraudulent financial reporting alleged by the SEC in accounting and auditing enforcement releases (AAERs) between January 1987 and December 1997.  Their analysis identified nearly 300 companies, from which 200 were randomly selected for study.  Results of the study showed, among other things, that most of the sample companies were small in size (less than $100 million in total assets).  Moreover, 78 percent of the companies in the sample were not listed on the New York or American Stock Exchanges.  Audit committees of sample companies met only once a year, and most audit committee members had little or no knowledge of accounting or auditing.  Boards of sample companies tended to be dominated by “gray” directors with significant equity ownership.  Family members or other non-independent persons dominated many of these companies.  Finally, audit committee disclosures among sample companies provided evidence of an internal audit function in only about 20 percent of the cases.   The study thus provides evidence that lack of effective corporate governance (including internal auditor involvement) is a significant factor associated with one type of fraud (fraudulent financial reporting).   Beasley, et al. (1999), do not address misappropriation of assets, which is the other type of fraud mentioned in the professional standards.  In addition, they do not specifically address the role of the internal auditor in corporate governance, including fraud prevention and detection. 

In 1998, the IIA published results of a study dealing with cooperative efforts between internal and external auditors.  The study was based on a 1996 survey of internal audit directors of for-profit entities as well as the external auditors of those same entities.  Conducted prior to the issuance of SAS No. 82, the study did not include questions specifically related to fraud prevention and detection.  While the two audit groups both assessed the extent of coordination activities in a “moderate range,” internal auditor respondents perceived coordination efforts as less extensive than their independent audit counterparts.  These divergent views suggest that the quality of communications between internal and external auditors is less than ideal (Felix, et al. 1998).  Our study will help determine the attitudes of internal auditors toward cooperative efforts with the external auditors after the issuance of SAS No. 82.  In addition, our study includes not-for-profit entities, which were not included in the IIA’s 1998 study.

In 1998, at the request of the Securities and Exchange Commission (SEC), the Public Oversight Board (POB) appointed a Panel on Audit Effectiveness to review and evaluate how independent audits of financial statements of public companies are performed and to assess whether recent trends in audit practices serve the public interest.  The Panel released its findings in September 2000.  Among the Panel’s recommendations were that the Auditing Standards Board (ASB) of the AICPA should make auditing standards more specific and definitive in specified areas, and that firms should review and, where appropriate, enhance audit methodologies.  In response, the ASB has formed a task force that is considering revision of SAS No. 82.  We have seen no evidence to date that the ASB has considered modifying standards to improve cooperative efforts between internal and external audits as a means to detect and prevent fraud.   Our results indicate that such modifications might be in order.  

Also in 2000, the National Association of Corporate Directors (NACD) published the report of its Blue Ribbon Commission on Audit Committees.  Appendix F of the report, entitled “Internal Auditing Guidance and Sample Charter,” states, “leading edge internal auditing departments partner with management, external auditors, and even regulators to form strategic alliances to identify, assess, manage, and monitor risks.”  Appendix E of the same report contains “red flags and risk factors” excerpted directly from SAS No. 82.  A 2001 study by Church et al., reveals that internal auditors are able to identify certain risk factors for fraudulent financial reporting.  Specifically, they found that internal auditors were keenly aware of fraud risks when reported income was higher than expected.  They also found that incentive bonus plans and restrictive debt covenants increase the likelihood of fraud.

We may infer that the NACD, in its guidelines, expects internal auditors (within the limitations of revised internal auditing standards) to participate in activities that identify fraud risk factors as well as cooperate with external auditors in fraud detection and prevention activities.  While Church et al., (2001) found that internal auditors are able to identify risk factors for fraud, they did not investigate how risk identification impacts the performance of audit procedures.  The results of this paper will help determine whether internal auditors agree with the NACD’s expectations and how the presence of risk factors affects the performance of audit procedures.

RESEARCH METHODOLOGY AND RESEARCH QUESTIONS

We have designed both hard copy and electronic survey instruments and have distributed them to a sample of practicing internal auditors.  We include a hard copy of the instrument in an appendix to the paper.  Part I of the survey contains demographic questions regarding the reporting entity, including name (optional), countries or origin and primary business activity, principal industry, and size.  Other questions elicit data on characteristics of the internal audit department as well as the audit committee (if any).  Still other questions pertain to the respondent, including his/her title, professional certification (if any) and years of experience. 

As previously stated, our four objectives in this study are: (1) to determine internal auditors’ knowledge of professional standards relating to fraud prevention and detection and the extent to which they apply those standards on the job; (2) to determine the attitudes of internal auditors concerning fraud prevention and detection within their own entities; (3) to determine the relative success internal auditors have experienced in detecting fraud of various types; and (4) to determine the extent of cooperation that exists between internal and external auditors in the area of fraud detection and prevention.  Our survey instrument contains several questions related to each of these objectives.  Table 1 shows the objectives and their related survey questions.

[INSERT TABLE 1 ABOUT HERE]

Our statistical analyses consist of non-parametric tests that are straightforward in nature.  We use non-parametric ANOVA (Kruskal-Wallis) to evaluate the effect, if any, that demographic variables have on the results.  We also employ the Wilcoxon Signed Ranks test of two independent samples to determine if internal auditors’ attitudes differ between questions of interest.

DESCRIPTION OF SAMPLE

We initially obtained permission to link our electronic instrument to the IIA’s Internet web site.  To promote use of the electronic instrument, we requested various e-mail membership groups that serve internal auditors to publicize our survey to their membership.  Using this technique, we obtained 30 voluntary responses to our initial electronic instrument.   Based on an analysis of the responses to the pilot survey, we modified certain questions and added several more in order to obtain responses that more clearly answer our research questions.  We separately analyzed the results of the pilot survey before combining the responses of compatible questions with those of the larger sample, described below.  No significant differences were noted between the responses obtained from the pilot sample and those of the larger sample. 

In the second phase of the project, we elicited responses from identifiable populations in order to measure response rates.    We obtained random samples of 500 and 598 names, respectively, of internal audit directors from the membership databases of the Association of Certified Fraud Examiners (ACFE) and the Institute of Internal Auditors (IIA).   We then randomly selected another sample of 384 companies from Dun and Bradstreet’s Million Dollar Database.  The latter database did not specify job titles.  Therefore, it was not possible to identify an internal audit director in these entities.  To simplify the mailing process for these companies, we addressed our hard-copy survey instrument to “Director of Internal Audit.”  Initial response rates from these samples were disappointingly low.  Since databases contained contact telephone numbers in most instances, we placed follow-up telephone calls to increase the response rate.  When possible, we obtained e-mail addresses of internal audit directors, and sent those individuals e-mail messages hyper-linked to our electronic survey instrument.  In other cases, we corresponded with respondents by FAX or hard copy.  This process produced 195 usable responses, for an overall response rate of 13.1 percent.  Table 2 summarizes our responses by type of entity.     

[INSERT TABLE 2 ABOUT HERE]

RESULTS

In this section, we present the descriptive statistical results of the survey by objective, as well as statistically significant comparisons by demographic variable, as outlined in the Research Methodology section of the paper.   

Objective 1:  Internal Auditors’ Knowledge and Use of Professional Standards
Table 3 shows how participants responded to questions relating to their knowledge and use of professional standards.  Questions 18, 31 and 32 deal with internal auditors’ familiarity and satisfaction with the guidance in [former] SIAS No. 3, as well as the extent to which they incorporated its guidance into their fraud prevention and detection policies.   Results indicate that respondents were generally familiar with the requirements and guidance of SIAS No. 3 (median=4.0), but were neutral with regard to its effects on their work (median=3.0), as well as satisfaction with the guidance provided (median=3.0).  Kruskal-Wallis
 analysis of variance results indicate that non-CPAs were actually more familiar with SIAS No. 3 than CPAs are (significance=0.056).   In contrast, Certified Fraud Examiners (CFEs) were more familiar with SIAS No. 3 than non-CFEs (significance=0.062).  No other statistically significant differences were noted.

[INSERT TABLE 3 ABOUT HERE]

Questions 38, 39, and 40 relate to the internal auditors’ familiarity and use of SAS No. 82.  As seen in Table 3, the majority (53.8%) of internal auditors have read and are familiar with SAS No. 82.  In addition, they view SAS No. 82 as somewhat relevant to their jobs (median=2.0).  To determine the extent to which the auditors have applied SAS No. 82 in their organization, question 40 lists risk factors for fraud and prevention policies and procedures as detailed in SAS No. 82.  Table 4 contains the most common responses to this question.

[INSERT TABLE 4 ABOUT HERE]

Table 4 shows that the factors most frequently affecting internal auditors’ work relate to misappropriation of assets.  In fact, four of the five most frequently cited factors affecting internal audit work are control factors relating to asset misappropriation.  Previous research (Church et al. 2001) shows that internal auditors are able to identify risks associated with fraudulent financial reporting.  Our results suggest that this ability to identify the risks does not necessarily result in a change in the auditing procedures performed.

Objective 2:  Internal Auditors’ Attitudes and Perceptions  


Table 5 shows mean and median responses to questions relating to internal auditors’ attitudes and perceptions about fraud detection and prevention in their organization.  The responses are grouped by topic as they are in the survey.

[INSERT TABLE 5 ABOUT HERE]


Overall, internal auditors do not feel it is their primary responsibility to detect or prevent fraud.  Questions 19-21 all have medians of three (neutral) or less.  This perception is consistent with the requirements of the Proficiency and Due Care section of the Revised Standards for the Professional Practice of Internal Auditing (IIA, 2001).  One exception to this overall attitude relates to the prevention of fraud to the detriment of the organization (question 22).  Internal auditors agree (median= 4.0) that it is their primary responsibility to prevent fraud to the detriment to the organization.  This correlates to the finding in Table 4 that control factors related to asset misappropriation are the most common factors affecting internal audit work.  Furthermore, it is reasonable to assume that if auditors accept responsibility for prevention of fraud to the detriment of the organization, and if the most common factors affecting the audit work relate to fraud to the detriment of the organization, then the policies and procedures for prevention of fraud should relate to this type of fraud.  

Additional analysis indicates that internal auditors are more likely to agree that fraud prevention is their responsibility as opposed to fraud detection.  The Wilcoxon signed ranks test indicates that the responses to the two questions regarding fraud prevention (questions 20 and 22) are significantly higher (significance < .01) than their associated questions for fraud detection (questions 19 and 21).  Internal auditors are also more inclined to agree that their primary responsibilities are for fraud to the detriment of the organization rather than fraud for the benefit of the organization.  The Wilcoxon results indicate that responses to questions related to fraud to the detriment of the organization (questions 21 and 22) are significantly higher (significance <.05) than the responses to questions related to fraud for the benefit of the organization (questions 19 and 20).  There are no significant differences in the opinions of auditors across certification levels, for-profit status (for-profit vs. not-for-profit) or sizes of entities for questions 19 - 22.

Another important finding is that, according to the internal auditors, the charters for their departments do not emphasize prevention or detection of fraud of any type.  This appears to be in contrast to the role suggested for the internal auditor by the Report of the NACD Blue Ribbon Commission (NACD 2000).     

We also analyzed responses by demographic variable to determine effects of those variables on the internal auditors’ perceptions regarding the position of their charter or mission statement with respect to fraud.  Our results indicate that the only significant demographic variable was whether a respondent was a CPA and/or a CIA.  The effect of certification was only significant for questions related to the charter or mission of the internal audit department (questions 23-26).  Kruskal-Wallis results indicate that respondents who possess the CPA and/or CIA professional certification respond more negatively on questions related to whether the charter or mission of the internal audit department emphasizes fraud prevention or detection.  Initially, these results might appear to be exactly the opposite from expected.  However, the overall responses to these questions are negative, meaning that, on average, all respondents perceive that the charters of their departments do not emphasize prevention or detection of fraud.  Those with professional certifications are merely more negative in their opinions than those who do not possess certification.  



As shown in Table 5, responses to question 33 yield the most positive average response in the survey, conveying a relatively high level of satisfaction among internal auditors with communications between their departments and audit committees of their organizations.    Similarly, responses to question 35 indicate that internal auditors perceive that audit committees utilize their findings in determining governance policies with respect to fraud.  Responses to question 34 indicate general agreement with the statement that audit committees view internal audit as a primary source for fraud prevention and detection.  This result is in rather stark contrast with the requirements of internal auditing standards of proficiency and due professional care (IIA, 2001), as well as responses to the questions regarding charter provisions and internal auditor perceptions on these issues.  There appears to be a gap between perceived audit committee expectations and explicitly and implicitly stated responsibilities of internal auditors with respect to fraud.  

 Objective 3:  Internal Auditors’ Success in Detecting Fraud

      
As shown in Table 6 Panel A, responses to questions 27 through 30 indicate that, in spite of the fact that internal auditors do not view either their explicit (charter) or implicit (perceived) role as primary in the detection or prevention of fraud, they feel that their departments have been relatively effective in designing and implementing procedures to detect and prevent fraud.  Wilcoxon tests revealed no significant differences between the two types of fraud.  However, consistent with our other findings, their perceptions are more positive toward fraud to the detriment of the organization (significance<.01) than fraud for the benefit of the organization.  

[INSERT TABLE 6 ABOUT HERE]

In questions 27 through 30, we asked respondents to identify, in an open-ended manner, the types of procedures that they viewed as particularly effective in both preventing and detecting both types of fraud.  Panels B and C of Table 6 show responses to these questions.  Consistent with their scaled responses discussed above, participants responded more frequently to procedures involving fraud to the detriment of the organization than those involving fraud for the organization’s benefit.  As previously mentioned, while internal auditors are able to identify risks associated with fraudulent financial reporting (Church et al. 2001), they do not emphasize audit procedures that detect or prevent this type of fraud.

It is worth noting that the procedure most frequently mentioned for detection of both types of fraud is follow-up on leads from informants via anonymous hot lines and various other sources.   Consistent with previous responses, internal auditors do not wish to view themselves as necessarily playing an active role in fraud detection.  Instead, they would rather respond to reported fraudulent situations.   The second and third most frequently mentioned detection procedures, respectively, were detailed substantive audit tests and internal control compliance and policy reviews.  Computer assisted audit techniques such as continuous monitoring, ACL, and use of techniques employing Benford’s Law ranked a distant fourth, followed closely by use of analytical procedures.  Fraud risk assessments, quality control programs and “pro-active fraud reviews” were mentioned less frequently as effective fraud detection procedures. 

Also consistent with scaled responses, participants provided more open-ended responses with respect to effective fraud prevention policies and procedures than to those related to detection.  Panel C of Table 6 shows that responding participants feel the most effective preventions against both types of fraud are internal control review, risk assessment, and management control review.  Employee education and training programs, including ethics training, ranked second, followed by maintenance of a “monitoring presence” within the company.  These respondents felt that the existence of the internal audit department, along with the prospect for monitoring and detection of fraudulent activities that it brings, is an effective preventative measure against fraud.  Detailed and analytical techniques, including computer assisted audit techniques, were also listed as effective preventative measures against fraud.

Question 41 is a list of common fraud prevention policies and procedures derived from the KPMG study (KPMG 1999).  Respondents were asked to indicate which of the procedures were present in their respective entities.  Panel D of Table 6 lists their responses in order of frequency.  149 of the 195 responding entities (approximately 76%) indicated that they employed a code of conduct.  76 of the entities (approximately 39%) had training courses in fraud prevention and detection and 54 entities (28%) had ethics training.  These are relatively consistent with responses to open-ended questions from Panel C of Table 6 indicating the importance of employee education and training.  Items from the list of procedures in Panel D such as reference checks on new employees, improved IT controls, use of surveillance equipment and staff rotation policies are consistent with Panel C’s open-ended responses regarding internal control review, risk assessment and management control review.  “Effective communication with operating departments” in Panel D is consistent with the open ended responses referring to “maintaining a monitoring presence” in the entity.  Again, the list seems heavily weighted towards policies and procedures that will prevent fraud to the detriment of the organization (i.e., asset misappropriation).

Table 7 presents, by type of fraud as described in SIAS No. 3, the actual instances of fraud detection by respondents during the previous 36-month period.  Again, in spite of reluctance to admit either perceived or stated responsibility for fraud detection, respondents indicate moderate to significant levels of detected fraud in both categories.  In the category of fraud for the benefit of the organization, intentional, improper representation or valuation of financial statement items takes top billing, with 28 of 195 respondents (approximately 14%) reporting instances of detected fraud.  Of these cases, only 20 were reported to the audit committee or other equivalent body, and that body took action in only 15.  Since we are concerned in this study with internal audit activity and not the way in which detected fraud was handled, we have not elicited reasons for these discrepancies.  Perhaps such issues might be areas for future research.  Tied for second place in detected frauds of this type are prohibited activities violating government regulations and improper related party transactions (27 instances of each type).  In third place are improper payments such as bribes, kickbacks or illegal payments to government officials (21 instances).  

Consistent with results cited previously, respondents reported more instances of fraud to the detriment of the organization than those for the benefit of the organization (lower half of Table 7).  In all of these cases, the number of incidents reported exceeds the number of incidents detected.  We infer from these results that internal audit departments in these cases were acting in a passive as well as an active sense, investigating both reported instances of fraud from other sources as well as results of their own tests. Again, audit committees took action on fewer cases than those reported, for reasons not known to us or elicited by the questionnaire.  Embezzlement and misappropriation of assets takes first place by a wide margin in this category, with 66 detected and 84 reported cases (34% and 43% of the total, respectively) followed by intentional concealment or misrepresentation of information, false claims for services, diversion of profits to employees, and bribes and kickbacks (39 and 49 cases detected and reported, respectively).

Objective 4: Cooperation between internal and external auditors in fraud detection and prevention 

Table 8 shows internal auditor perceptions of the strength of cooperation that exists between internal auditors and their independent auditors with respect to fraud prevention and detection.  Although overall satisfaction with the communication and reliance levels (indicated in questions 49 through 51) is mildly positive, when queried regarding specific elements of cooperation such as communication, education, risk evaluation, risk assessment, risk responses, and development of fraud prevention programs (questions 42 through 48) not a single question had a mean response in excess of neutral.  These results indicate that internal auditors are, at most, indifferent toward cooperative efforts between their departments and their external auditors in areas of fraud detection and prevention.  On questions 49 through 51, we gave respondents an opportunity to explain their answers in narrative format.  The vast majority of respondents failed to respond to these questions.  Responses from those who did respond varied greatly.  We were unable to develop a conclusive pattern in the responses since about as many negative responses were noted as positive ones.

An analysis of questions 43-46 indicates that CIA certification significantly affects an internal auditor’s evaluation of cooperation between internal and external auditors.  Non-CIA internal auditors rated cooperation higher for each of these questions.  Significance values for these differences range from .10 on question 46 to less than .01 on question 45.  One possible explanation for this finding may be that Certified Internal Auditors may recognize the benefits of cooperation and have higher expectations regarding cooperation than others.  Thus, they may be expressing a more negative attitude about the current situation than other respondents.  There were no significant differences between large and small organizations nor between for profit and non-profit organizations on any of these questions.

CONCLUSIONS


Our results provide evidence that internal auditors are moderately knowledgeable about IIA and AICPA standards for fraud.  However, they are, at best, neutral with regard to acknowledging fraud detection and prevention as primary roles for themselves in the organization.   These results are consistent with the position taken by the IIA in their newly revised standards for proficiency and due professional care (IIA, 2001).   In general, internal auditors appear to be more agreeable to accepting an active role in prevention than in detection of fraud.  They also appear to be willing to take a more active role in fraud perpetrated to the detriment of the organization (usually employee fraud) than in fraud perpetrated for the benefit of the organization (usually involving management).   Responses are significantly more negative toward these issues among internal auditors who possess professional certifications (CPA, CIA, CFE, CMA, et al.) than among those who do not.  


Our results also provide evidence supporting the view that, in spite of professional literature that allows cooperation between internal and external auditors with respect to the detection and prevention of fraud, internal auditors are only mildly positive about the extent of cooperation that exists.  This observation appears to be consistent across entities of all sizes, regardless of for-profit or not-for-profit status.  Perceptions of cooperation are negatively correlated with professional certification.  Narrative comments directed at this issue reveal a wide divergence of opinions and practices.  Perhaps this is because the AICPA’s standards related to consideration of the internal audit function (SAS No. 65) and fraud (SAS No. 82) are not appropriately definitive in this regard.  It appears that the issuance of SAS No. 82 has done little to improve communications between internal and external auditors with respect to either detection or prevention of fraud.  The ASB as well as the IIA should explore appropriate avenues to enhance and improve both communication and cooperation between internal and external auditors and to articulate those avenues in their future standards related to fraud.  

LIMITATIONS AND POSSIBLE EXTENSIONS


All survey research is subject to non-response bias.  Had we obtained a larger response rate for our sample, our results may have been materially different.  However, the diversity of our sample should alleviate some of these concerns.  Our sample consisted of internal auditors across several industries, from for-profit and non-profit and from large and small organizations.  Our study may also be limited by our survey instrument.  The scale we employed could limit responses to our questions.  Our analysis indicates that there was not a ceiling or floor problem since most our responses tended toward the middle and there were very few outliers.  However, our scale may not have been precise enough to detect differences when they actually existed. 



As stated in the results section, internal auditors generally agreed with the statement that audit committees view internal audit as a primary source for fraud prevention and detection.  This result is in rather stark contrast with the requirements of internal auditing standards of proficiency and due professional care (IIA, 2001), as well as internal auditor responses to questions regarding contents of charter provisions on these issues.  There may, therefore, be a gap between perceived audit committee expectations and explicitly and implicitly stated responsibilities of internal auditors with respect to fraud.  Further research is needed to determine whether this is, in fact, the case, and if so, the reasons.  


The results of this survey provide an initial step in understanding the role of the internal auditor in the prevention and detection of fraud.  Furthermore, it provides some evidence as to the level of cooperation between internal and external auditors.  More research needs to be conducted to determine the reasons internal auditors have the attitudes and opinions that are expressed in this study.   
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Table 1

Research Objectives and Related Survey Questions

	Objective
	Description
	Questions

	1
	Determine internal auditors’ knowledge of professional standards relating to fraud prevention and detection and the extent to which they apply those standards on the job.
	18, 31, 32, 38, 39, 

40(a-tt)

	2
	Determine the attitudes of internal auditors concerning fraud prevention and detection within their own entities.
	19-30, 33-35

	3
	Determine the relative success internal auditors have experienced in detecting fraud of various types.
	27-30, 36(a-i), 37(a-f), 41(a-o)

	4
	Determine the extent of cooperation that exists between internal and external auditors in the area of fraud detection and prevention.
	42-51


Table 2

Responses by Type of Entity

	Type of Entity
	Number of Responses
	Percentage

	College/University
	19
	9.7%

	Communications/Utilities
	13
	6.7%

	Energy/Transportation
	24
	12.3%

	Financial/Professional Services
	45
	23.1%

	Government
	39
	20.0%

	Health Care/Pharmaceuticals
	15
	7.7%

	Manufacturing/Mining/Agriculture
	23
	11.8%

	Retail/Wholesale/Commercial
	17
	8.7%

	Total
	195
	100.0%


Table 3

Internal Auditor Awareness of Professional 

Standards Related to Fraud

	Question 
	Mean
	Median

	Familiarity, utilization, and satisfaction with SIAS No. 3* 
	
	

	18.
I am familiar with requirements of SIAS No. 3
	3.75
	4.0

	31.
Department has incorporated guidance of SIAS No. 3
	3.03
	3.0

	32.
Satisfied with guidance of SIAS No. 3
	3.20
	3.0

	Familiarity with and relevance of SAS No. 82**
	
	

	38.
Have you read and familiarized yourself with provisions of SAS No. 82?
	Yes = 105
(53.8%)

No  = 90
(46.2%)
	

	39.
If q. 38 answered “yes,” how relevant is SAS No. 82 to your job?

	2.87


	2.00


*
Scale:  1=strongly disagree; 2=disagree; 3=neutral; 4=agree; 5=strongly agree

**
Scale:  1=very relevant; 2=somewhat relevant; 3=neutral; 4=somewhat irrelevant; 5=very irrelevant

Table 4

Effects of SAS No. 82 on

Internal Audit

	Factor
	Frequency Affecting Work

	Management factors related to fraudulent financial reporting:
	

	Failure to correct past conditions
	32 (16.41%)

	Domination by single individual
	30 (15.38%)

	Ineffective communication of values/ethics
	23 (11.79%)

	Industry conditions related to fraudulent financial reporting:
	

	Rapidly changing conditions
	31 (15.90%)

	New accounting, statutory requirements
	24 (12.31%)

	High level of competition
	18 (9.23%)

	Operating characteristics related to fraudulent financial reporting:
	

	Unusual, highly complex transactions
	21 (10.77%)

	Related party transactions
	20 (10.26%)

	Estimates involving subjective judgment
	19 (9.74%)

	Factors making certain assets susceptible to misappropriation:
	

	Large amounts of cash on hand/processed
	29 (14.87%)

	Assets easily convertible to cash
	23 (11.79%)

	Inventory characteristics (small size, high dollar value)
	20 (10.26%)

	Control factors relating to asset misappropriation:
	

	Inadequate segregation of duties
	42 (21.54%)

	Poor documentation practices
	33 (16.92%)

	Lack of management oversight
	32 (16.41%)

	Lack of appropriate authorization and approval of transactions
	32 (16.41%)


Table 5

Attitudes of Internal Auditors Concerning Fraud 

Prevention and Detection in Their Entities

	Question*
	Mean
	Median

	Responsibilities related to fraud for benefit of organization
	
	

	19.  It is primary responsibility of department to detect
	2.79
	3.0

	20.  It is primary responsibility of department to prevent
	3.09
	3.0

	23.  Charter emphasizes detection of this type of fraud
	2.48
	2.0

	24.  Charter emphasizes prevention of this type of fraud
	2.69
	2.0

	Responsibilities related to fraud to detriment of organization
	
	

	21.  It is primary responsibility of department to detect
	3.02
	3.0

	22.  It is primary responsibility of department to prevent
	3.21
	4.0

	25.  Charter emphasizes detection of this type of fraud
	2.61
	2.0

	26.  Charter emphasizes prevention of this type of fraud
	2.76
	3.0

	Effectiveness of procedures employed by internal audit department
	
	

	27.  Detecting fraud for benefit of organization
	3.20
	3.0

	28.  Preventing fraud for benefit of organization
	3.19
	3.0

	29.  Detecting fraud to detriment of organization
	3.39
	4.0

	30.  Preventing fraud to detriment of organization
	3.41
	4.0

	Communication with Audit Committee
	
	

	33.
Overall satisfaction with communication with audit committee
	3.83
	4.0

	34.
Audit committee views internal audit as primary source of fraud prevention and detection
	3.32
	4.0

	35.
Audit committee utilizes internal audit findings in determining governance policies with respect to fraud
	3.42
	4.0


*Scale:  1=strongly disagree; 2=disagree; 3=neutral; 4=agree; 5=strongly agree

Table 6

Internal Auditors’ Success in

Detecting and Preventing Fraud

Panel A:  Internal auditors attitudes and perceptions of their effectiveness

	Question*
	Mean
	Median

	Effectiveness of procedures employed by internal audit department
	
	

	27.  Detecting fraud for benefit of organization
	3.20
	3.0

	28.  Preventing fraud for benefit of organization
	3.19
	3.0

	29.  Detecting fraud to detriment of organization
	3.39
	4.0

	30.  Preventing fraud to detriment of organization
	3.41
	4.0


*Scale:  1=strongly disagree; 2=disagree; 3=neutral; 4=agree; 5=strongly agree

Panel B: The five most frequently mentioned procedures for fraud detection

	
	Fraud for the benefit 

of the organization
	Fraud to the detriment

of the organization

	1.
Follow-up of leads from informants, hotlines, whistle-blowers
	8.72%
	10.77%

	2.
Detailed substantive audit tests
	7.69%
	9.74%

	3.
Internal control, compliance and policy reviews
	6.15%
	10.26%

	4.
Computer assisted audit techniques, continuous monitoring
	4.62%
	5.64%

	5.
Analytical procedures
	3.08%
	5.13%


Panel C:  The five most frequently mentioned procedures for fraud prevention

	
	Fraud for the benefit 

of the organization
	Fraud to the detriment

of the organization

	1.
Internal control review, risk assessments, management control review
	10.26%
	17.44%

	2.
Education, training, ethics programs, prosecuting offenders
	5.64%
	10.26%

	3.
Maintaining a monitoring presence, including hotline
	6.15%
	6.15%

	4.
Detailed and analytical audit procedures
	5.13%
	4.62%

	5.
Computer assisted audit techniques
	2.05%
	1.03%


Panel D: Most common fraud prevention policies and procedures

	Policy or Procedures
	Frequency

	Corporate code of conduct
	76.41%

	Reference checks on new employees
	74.36%

	Effective communication with operating departments
	73.33%

	Improved information technology (IT) controls
	66.15%

	Surveillance equipment
	61.54%

	Computer assisted audit techniques (CAAT)
	59.49%

	Analytical procedures
	58.46%

	Separate security department
	52.31%


Table 7

Incidences of Fraud Detected by Internal Audit, Reported to Audit Committee and Whether Action Taken by Audit Committee
	Fraud for the Benefit of the Organization
	Detected?
	Reported?
	Action?

	Sale or assignment of fictitious or misrepresented assets
	9
	7
	7

	Improper payments such as illegal political contributions, bribes, kickbacks, and payoffs to government officials, intermediaries of government officials, customers, or suppliers
	21
	15
	11

	Intentional, improper representation or valuation of transactions, assets, liabilities, or income
	28
	20
	15

	Intentional, improper transfer pricing
	9
	4
	4

	Intentional, improper related party transaction
	27
	20
	16

	Intentional failure to record or disclose significant information to improve financial picture of entity to outside parties
	18
	15
	12

	Prohibited business activities such as those that violate government statute, rule, regulation or contract
	27
	22
	18

	Tax fraud
	5
	2
	1

	Fraud to the Detriment of the Organization
	
	
	

	Acceptance of bribes or kickbacks
	19
	24
	14

	Diversion to employee or outsider of potentially profitable transaction that would normally generate profits for the entity
	19
	30
	17

	Embezzlement, as typified by misappropriation of money or property, and falsification of financial records to cover up the act
	66
	84
	58

	Intentional concealment or misrepresentation of events or data
	39
	49
	29

	Claims submitted for services or goods not actually provided to the entity 
	30
	42
	24


 Table 8

Strength of Cooperative Efforts Between Internal and External Auditors

	Question*
	Mean
	Median

	42.
Communication regarding SAS No. 82 and solicitation of internal audit help in implementation
	2.99
	3.0

	43.
Education to help understand impact of SAS No. 82 on internal audit department
	2.65
	3.0

	44.
Evaluation of risk of fraudulent financial reporting
	2.91
	3.0

	45.
Evaluation of risk of misappropriation of assets
	2.94
	3.0

	46.
Development and evaluation of fraud prevention programs
	2.60
	3.0

	47.
Identification of and responses to risk factors related to fraudulent financial reporting
	2.94
	3.0

	48.
Identification of and responses to risk factors related to misappropriation of assets
	2.95
	3.0

	49.
Overall assessment of reliance placed by independent auditor on internal audit department for fraudulent financial reporting
	3.22
	3.0

	50.
Overall assessment of reliance placed by independent auditor on internal audit department for misappropriation of assets
	3.53
	3.0

	51.
Overall assessment of communication between internal audit department and independent auditors with respect to fraud prevention and detection
	3.21
	3.0


* Scale: 1=very weak; 2=weak; 3=neutral; 4=strong; 5=very strong

 ENDNOTES




�  “Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.” (IIA, 1999)  The Standards for the Practice of Internal Auditing were being revised during the time period covered by this study.  However, revisions did not substantially alter internal auditor responsibilities with respect to fraud.  


�  Research on the impact of SAS No. 82 on the independent audit was commissioned in 1999 by the Auditing Standards Board of the AICPA.  As of the date of submission of this article, preliminary results are now available but as yet are unpublished.  


� 	The Kruskal-Wallis test uses the Chi-Square test statistic.  The test also produces a asymptotic significance which is likened to a p-value
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