Applying Digital Analysis using Benford’s Law to Detect Fraud:

A Practice Note about the Dangers of Type I and Type II Errors
SUMMARY

Statement on Auditing Standards No. 99, Consideration of Fraud in a Financial Statement Audit (SAS No. # 99) has increased the auditor’s responsibility to detect fraud during a financial statement audit. Such added responsibility has placed a great demand on auditors to devise better processes to detect incidents of financial statement fraud. In recent years, auditors have employed more sophisticated statistical techniques, such as digital analysis using Benford’s Law, as part of their fraud detection processes.

At first glance the application of Benford’s Law holds great promise as a fraud detecting process. However, a closer look at the underlying statistical assumptions reveals that auditors seeking to use Benford’s Law may not be aware of the relative costs of the potential Type I and Type II errors during the analysis stage. For example statistical considerations indicate that there is a far greater chance of making a Type I error if the Benford’s Law analysis is completed on a "digit by digit" basis, as compared to the "case by case" basis typically employed by statisticians. We explain the relative merits of each choice in terms of statistical concepts and practical audit process considerations.
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INTRODUCTION

The perceived credibility of financial statements in today’s investment information marketplace is at its lowest point in years. Indeed, high profile financial statement restatements that have occurred at Enron, WorldCom, Tyco, Global Crossing and other SEC registrants have facilitated the crisis of confidence that currently exists among the investing public. This crisis of confidence has caught the attention of practicing auditors who generally acknowledge that the profession must take a lead role in restoring investor confidence. For example, PricewaterhouseCoopers, the world’s largest auditing firm, has recently launched an advertising campaign that is centered on the importance of the firm’s role in rebuilding trust in the capital markets (PwC 2003).

A direct result of this crisis in confidence has been an increased emphasis on the auditor’s responsibility to detect fraud (e.g., SAS No. # 99). The added responsibility has placed a great demand on auditors to devise more effective and efficient processes to detect incidents of fraud. Improvement in such processes is likely to be viewed as an important step by investors in restoring trust in the information that they rely on to make decisions in the capital markets (PwC 2003).

Recently auditors have employed more sophisticated statistical techniques, such as digital analysis using Benford’s Law, as part of their fraud detection processes. Benford's Law proposes a probability distribution for first and second digits of numbers in data sets describing the sizes of similar phenomena and that span multiple orders of magnitude. There is much empirical evidence suggesting that the frequencies of first and second digits of a data set that contains credible numbers will indeed correspond to a Benford’s Law probability distribution (e.g., Nigrini 1996). Given its potential to identify data points (e.g., transaction amounts) that contain characteristics associated with fraudulent activity, digital analysis using Benford’s Law holds great promise as a fraud detection process (Coderre 1999). 

The increased use of sophisticated statistical tools, like digital analysis using Benford’s Law, has been facilitated by the increased use of Computer Assisted Auditing Techniques (CAATs) as part of the audit process. For example, an auditor seeking to apply the Benford command using Audit Command Language (the market’s leading audit software product) need only identify the appropriate data field (e.g., invoice amount) within the appropriate data file (e.g., client accounts receivable file) in order to successfully run the command. The auditor would then have to consider whether additional audit testing should be completed on any field that did not conform to the Benford’s Law probability distribution. It is precisely at this stage of the process where the auditor must be aware of the relative costs of the possible errors, especially considering the nature of standard audit software packages. For an auditor using typical statistical methodology, the “null research hypothesis” is that there is no fraudulent activity. In this case the Type I error would be to conclude that there was evidence of fraudulent activity, when in fact the entries were legitimate. The Type II error would occur when there is fraudulent activity, but it goes undetected.

Standard audit software packages that feature digital analysis using Benford’s Law may be based on statistical assumptions that effect the likelihood of each type of error. Given their potential impact on the audit decision process, these assumptions should be more transparent. For example, in Audit Command Language (ACL), the Benford command automatically produces an analysis completed on a “digit by digit” basis rather than on a “case by case” basis. The need for greater transparency is particularly salient when considering the statistical literature, which suggests that the chance of making a Type I error is significantly greater when the Benford’s analysis is completed on the "digit by digit" basis. This is very similar to the “multiple comparisons problem” encountered in more traditional statistical techniques such as Analysis of Variance (Ott 1993). The purpose of this paper is to illuminate the statistical assumptions that are germane to an auditor’s decision process when completing a digital analysis using Benford’s Law. In so doing, we carefully explain the relative costs and benefits of each statistical choice that may be made by the software to enable auditors to properly include all relevant factors in their audit decision making process.

The remainder of this paper is organized as follows. The next section provides a brief description of Benford’s Law and a review of the literature seeking to apply Benford’s Law to various auditing contexts. Section three provides a description of the Benford’s Law analysis stage, including a discussion of the possibilities for Type I and Type II errors. This section also includes a description of the various statistical assumptions and their importance to the audit process. The final section provides conclusions and implications to audit practitioners. 

BACKGROUND LITERATURE

Benford (1938) became convinced that more numbers have small leading digits, like one or two, than large leading digits. He researched this assertion by studying many lists of data, such as the populations of cities and the size of freshwater lakes. These empirical studies led Benford to propose that in many real world applications the first digits d follow the probability distribution: 

P(d = m ) = log10 ((m + 1)/ m), for d = 1, 2, 3, …,9.

This probability distribution gives P( d = 1 ) = log 2 = .301, P( d = 2 ) = log(3/2) = .176, on up to P( d = 9 ) = log(10/9) = .046. In addition to Benford’s empirical work, there is a sound theoretical basis for this distribution (Hill 1995).

Benford’s law does not apply universally. For instance, when data are all about the same magnitude, Benford’s distribution will not hold. The height (in inches) of adults almost all begin with the digits five, six or seven because very few adults are two times as tall as any other, and none are ten times as tall as another. The incomes of individuals, however, and many other financial characteristics will span many relatively different relative sizes so that the largest is perhaps thousands of times as big as the smallest. For example, the applicability of Benford’s Law was established for stock indices by Ley (1996). Importantly, Benford’s Law is not likely to apply to measurements where human intervention has occurred (e.g., rent expense based on a contractual lease) or where random numbers have been applied (e.g., phone numbers). In general for data fields that cover several orders of magnitude, it is reasonable to expect that Benford’s Law will apply. 

In auditing, Benford’s law has been shown to be widely applicable in a number of auditing contexts, including external, internal, and governmental auditing contexts. For example, Nigrini and Mittermaier (1997) show how auditors can use Benford’s Law as an analytical procedure to help discover surprising patterns in transaction activity. It is likely that an individual making fraudulent accounting entries will enter the same amount (or similar amounts) many times. In that type of situation, the resulting variation of first and second digits from the Benford Law probability distribution may lead the auditor to discover the fraudulent transactions.  

Nigrini (1999a) was the first to highlight the potential of Benford’s Law as an effective fraud detection process. He outlined a number of practical applications where a fraud auditor could effectively employ digital analysis using Benford’s Law including accounts payable data, general ledger estimations, duplicate payments, and customer refunds. Nigrini (1999a) also highlighted the role of the computer in completing a Benford’s Law analysis. Tapp and Burg (2001) also describe the role of technology advances in fraud detection processes. In so doing, they describe the use of Benford’s Law in three different fraud contexts; detecting vendor kickbacks, detecting fictitious vendors, and detecting overstated divisional performance.

Importantly, Benford’s Law has also been shown to be an effective tool for internal and governmental auditors as well. Nigrini (1999b) outlines a number of different contexts where a digital analysis can add value for internal auditors, including the revenue, canceled checks, inventory, and disbursement areas. Nigrini (1996) also demonstrated the applicability of Benford’s Law in a taxpayer compliance context, raising the possibility of its effectiveness as a tool for IRS auditors. Finally, Wallace (2002) describes the usefulness of Benford’s Law in a governmental context. Given its apparent wide applicability, it is not surprising that the IRS and the Institute of Internal Auditors are working on better and different ways to use Benford’s Law (Maney 2000).       

To date, the extant literature in auditing has primarily focused on properly identifying and defining the data sets that would be appropriate candidates for a digital analysis using Benford’s Law. There has been very little discussion about the importance of analyzing the statistical output from a properly conducted digital analysis using Benford’s Law. This apparent void in the literature is surprising because the underlying statistical assumptions made in an application of Benford’s law are important in determining the correct inference. A closer look at the analysis stage is therefore warranted.

BENFORD’S LAW ANALYSIS STAGE

At the analysis stage of a digital analysis using Benford’s Law, an auditor would essentially be testing the following statistical null hypothesis:  

H0: First digits in a data set are distributed according to Benford’s law.

Rejecting this null hypothesis would mean that the digits are not behaving as one might expect.  There are at least four possible explanations:

1. The data in general really do follow Benford’s law, but due to random chance this particular set of observations does not.  This is the classical type I error.
2. The assumption of many orders of magnitude was not met.

3. There is a reasonable explanation for an overabundance of some particular first digit.  For instance, if a firm has an arrangement to make a daily transfer to a vendor of $450, the first digit 4 might be over-represented.

4. Some of the entries are fraudulent.

As such, when we reject the statistical null (the research alternative of interest), the presence of fraudulent entries is just one of the possible explanations. Thus for an auditor, rejecting H0 means that additional work needs to be completed in order to determine which explanation is appropriate, given the client context. Each type I error has a real cost of professional service time and will only occasionally reveal that an actual fraud has occurred. Nevertheless, the auditor is also interested in minimizing the possibility of a type II error. In statistical terms, a type II error occurs when we fail to reject a null hypothesis that is false, which in practice means that we failed to find a fraudulent scheme when one actually occurred.

Of particular interest in the present case is the test statistic, or set of test statistics, that should be used to carry out the test of the null hypothesis in a way that balances the risks of type I and type II errors. Statisticians presented with this case would likely select the classical chi-squared  ((2 ) goodness of fit test (Keller and Warrack 2003). In this case, we can compute the number of observations that we expect for each first digit within a data set of this size if the null hypothesis is true, and compare these to the number actually observed, summarizing the results in the calculated (2 statistic:
(2 calc = ( ((observed – expected)2 / expected),

where the sum is over each of the possible outcomes. Large values of this statistic lead us to reject the null since the observed values are then far from what we expected. We compare this calculated value to tabulated values to find the p-value for the test (i.e., the probability of a (2 calc value at least this large if the null hypothesis is in fact true). We reject the null if this p-value is smaller than some designated probability of type I error; usually if p < .05.

Notice that this case illustrates an overall test of the fit of the data to the distribution proposed by Benford's Law. It corresponds to checking for deviation from Benford’s law on a case-by-case basis, one test per each field of data. Rejecting the null does not say which digits are over-represented or under-represented. An alternative testing approach would be to examine the digits one at a time. For first-digit testing, this yields a set of nine different tests. For d = 1,2,3, …, 9 we test

H0,d : The first digit d appears as often as we would expect according to Benford’s law.

These tests obviously carry far more detailed information than the overall test. However, there is a potential consequence in that repeating a testing procedure nine separate times greatly increases the probability of at least one Type I error, when in fact the data actually follow the Benford's Law distribution. In fact, if the test for each individual digit is carried out at significance level of 0.05 (so that the null is rejected when the p-value is less than 0.05) then the probability of at least one Type I error in a battery of nine tests is 1 – (.95)9 =  .37. An auditor using this "digit by digit" approach will thus see a “false alarm” when searching for fraud roughly seven times more often than an auditor using only the overall test. An important (and potentially scary) by-product of frequent false alarms is that the output of a digital analysis may begin to lose impact for practicing auditors if it almost never uncovers an actual fraudulent entry.

CONCLUSIONS AND IMPLICATIONS
The situation faced by practicing auditors in this case is very similar to what is faced by statisticians using an Analysis of Variance (ANOVA) to decide if the mean value of some variable is the same across several different populations. The overall ANOVA null hypothesis, carried out using an F-statistic, is that all of the means are equal (Ott 1993). Rejecting this null does not give any indication of which populations have the largest or smallest mean values, or which pairs of populations have significantly different means. In the ANOVA setting, statisticians have a choice of several methods for making these important distinctions. Some are conservative, and carefully control the risk of Type I error while increasing the probability of a Type II error. Others more aggressively look for differences and thus increase the chance of Type I error. Auditors testing a distribution should be aware of the relative merits of the testing method employed.

The importance of this issue is heightened when considering that the market leading auditing software package, ACL, has a Benford command that automatically supplies the “digit by digit” analysis without even providing an option for an overall chi-squared test. The individual hypotheses H0,d are tested using a normal distribution approximation (z-test). Moreover, the ACL help manual gives no indication of whether these z-scores and their corresponding p-values are tested as if they were all independent (although experiments with data sets have shown that this is probably the case). 


Auditors using Benford’s law or other statistical tests to find evidence of fraudulent entries should be aware of the relative benefits of the "case by case" and "digit by digit" approaches. Using an overall "case by case" test makes it relatively easy to control the probability of Type I error, but the results may not be as informative in the case where fraud actually has occurred. Using a "digit by digit" approach increases the chances of a Type I error but also increases the chances of finding actual fraudulent entries. Perhaps the most prudent approach would be to begin the analysis stage with an overall analysis using a chi-squared test, and then follow up with a "digit by digit" analysis only if there is an indication of possible fraud in the overall analysis.  This would be very similar to the ANOVA procedure known as protected least significant difference, in which pairs of population means are compared only if the overall ANOVA null hypothesis is rejected.
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