SUNY – Geneseo
Course Syllabus

Management 550 Information Systems Theory & Practice
Instructor







Office Hours
Lee Schiffel


Phone: 245-5316


MTW 12:00 – 1:00
116D South Hall

e-mail: schiffel@geneseo.edu

  and by appointment
Required Text:
Whitman, Michael E. and Herbert J. Mattord.  2005.  Principles of Information Security, 2nd edition.  Boston, MA: Thompson/Course Technology.
Course Content: Due to expanded use and the ever-increasing level of complexity of information technology (IT) practicing accountants are more involved in and impacted by IT than ever before.  An understanding of IT risk management and information security is now requisite to the development of sound accounting and business practices.  Information technology changes the very nature and functionality of accounting information systems (AIS); it redefines, expands, and complicates the nature of accounting control practices.
Information security has become requisite to organizational survivability and is of fundamental importance to a sound foundation in contemporary business.  It is no wonder that, for the second consecutive year, information technology has earned a place at the top of the AICPA’s Top Ten Techs of 2004 as the number one technology destined to have a significant impact on business in general and the accounting profession in particular (AICPA, 2004).

Management 550, designed for first semester students in the Jones School of Business’ M.S. in Accounting, is intended to provide a broad but pragmatic overview of the filed of information security.  Students will receive a basic exposure to relevant information security topics and develop the ability to construct best practice information security procedures.  The course content is based on the International Information Systems Security Certifications Consortium (ISC2) Common Body of Knowledge (CBK).  Since ISC2 administers the two primary certifications for information systems security professionals, the Certified Information Systems Security Professional (CISSP) and the System Security Certified Practitioner (SSCP), its common body of knowledge has become the generally accepted standard for the profession.
Course Learning Objectives:
· Develop a working understanding of the technical language of information security.
· Become aware of the importance of information security to both organizations and individuals.

· Understand the principle vulnerabilities and threats to business information systems.

· Gain an understanding of the concepts of information technology security, internal control, and information security.
· Demonstrate an awareness of emerging issues related to information technology and information system security and control

· Acquire hands-on experience with relevant information technology as it relates to specific threats and/or areas of security and control.

· Analyze general areas of ethics commonly associated with information technology and security.  Students will be encouraged to set ethical standards for themselves before faced with such conflicts in their professional lives.

· Demonstrate and improve their oral and written communication skills, electronic research skills, and critical thinking skills.
Relationship to the School of Business Educational Objectives: 

· This course provides a thorough grounding in the principles, tools, and best practices of information security.

· This course emphasizes critical thinking and information systems security management.
· This course will develop competence in written and oral communication skills through case studies and class presentations and discussions.
· This course will develop competence in research skills and electronic technology through case studies and lab assignments.
Relationship to the School of Business Programs and Course Sequence: Management 550 is a required course designed for first semester students in the Jones School of Business’ M.S. in Accounting.  Prerequisites for this course are Mgmt 350 or Acct 308 and graduate status.
Course Design: Information security as a subject does not lend itself well to a traditional textbook, lecture, and problem solving format.  The course material is too vast and too dynamic in nature.  As such, this course is structured primarily as a research-based discussion seminar.  Students are expected to complete readings and perform online research assignments before attending class so that each reading/assignment can be used as a basis for interactive class discussions.  Students are expected to be continuously involved and to demonstrate a vested interest in the subject matter.    
Method of Evaluation: Student assessment will be tied to the student’s active involvement and commitment for each class period; each assignment contains a participation and contribution component.  Active learning will be encouraged through the use of readings, online research, current events, subscription to security notification services, mini-case/research assignments, lab assignments, and a team project (a description of each activity follows).
A breakdown of the final grade is as follows:



Current Events


100 pts.  ( 20%)



Mini-case/Research Assignments 

200 pts.  ( 40%)



Semester Project


125 pts.  ( 25%)



Class Participation & News Alerts
 
  75 pts.  ( 15%)






500 pts. (100%)

Letter grades will be determined as follows:

A 92-100         A- 90-91         B+ 87-89         B 82-86           B- 80-81     
   C+ 77-79

C 72-76 
C- 70-71     
D  60-69     
E < 60   
Normal rounding rules applied
Current Events:  Throughout the semester each student is required to look for, read, summarize, and comment on one current event relevant to information systems security per week.  Each current event is to be accompanied by a brief (1 to 1½ page, double spaced with one-inch margins) write-up.  This written report must include a statement identifying the source of the current event (with relevant citation information), a brief synopsis of the topic/issue, and a brief commentary on the relevance of the subject to business/accounting information systems.  Students must informally present their current events (5 to 10 minutes) and lead a discussion of the issue.
Class Preparation &Participation:  Students are expected to complete the assigned textbook readings and supplemental readings prior to class.  You should come to class prepared to discuss the Review Questions and Exercises at the end of the chapter.  Do not skip figures, boxes, tables, graphs etc. as you read.  Additionally, students are expected to locate and use additional resources gain further understanding of each topic and to enrich our class discussions.  Active participation in class discussions is mandatory.
Security Alerts/News Services: Each student must subscribe to at least one online security alert or news service.  Some suggestions for these services include:

· Network Associates’ ADVERT Alerts http://vil.nai.com/vil/content/alert.htm
· Symantec’s Enterprise Security News

https://enterprisesecurity.symantec.com/Content/Subscribe.cfm?SSL=YES&RightNavBar=Yes
· Microsoft Security Bulletins http://www.microsoft.com/technet/security/bulletin/notify.mspx
· Fraud Watch International Fraud Alerts http://www.fraudwatchinternational.com/
· CERT Advisories http://www.cert.org/advisories/us-cert-announcement.html
Mini-case/Research Assignments (MCRs): Over the course of the semester each student will be required to complete a series of assignments related to the topics of study.  These assignments are designed to encourage practical application and promote active self-study research beyond traditional coverage found in the textbook.  Some of these assignments are more research oriented, requiring students to perform online research and make use of other outside information sources, such as library databases.  Other assignments are more hands-on and require practical application of topics.  Each assignment addresses a specific topic or subset of topics and will be used as a basis for initiating critical dialogues during class.  Each student is expected to be prepared to discuss his/her work during class. 

Semester Project: This will be a team project.  Details will be provided in class
Academic Integrity: While I encourage you to enhance the learning process through the use of study groups, all work submitted for a grade, whether in class or take‑home, is to be an individual effort unless specifically stated otherwise.  Any behavior to the contrary will be construed as academic dishonesty (cheating).  The college policy states that a student engaging in academic dishonesty may be dealt with by the school as a disciplinary problem.  I adhere strictly to this policy and handle all incidents in a fair but severe manner.  Therefore, all precautions to prevent such difficulties will be taken.
Accommodations: SUNY Geneseo will make reasonable accommodations for persons with documented physical, emotional, or learning disabilities.  Students should contact the Director in the Office of Disability Services (Tabitha Buggie- Hunt, 105D Irwin) and their professors to discuss needed accommodations as early as possible in the semester.
Tentative Class Schedule – Summer 2005











Textbook

Date

Topic








Readings*
Jun    6

Methods & Controls: Access and Physical Security


Ch. 7 & 9
          7

Methods & Controls: Network & Internet Security, Cryptography
Ch. 8
          8

Methods & Controls: Personnel




Ch. 11,
MCR# 3 Due 







Readings 1 & 9
        13

Methods & Controls:  Security
Implementation & Maintenance
Ch. 10 & 12,












Reading #12

        14

Methods & Controls: Remediation Practices



Ch. 5
        15

Special Topics: Internal Controls and Sarbanes-Oxley

Reading #7


MCR# 4 Due
        20

Special Topics:  Privacy Issues & Wrap-up
        21

Special Topics:
 Computer Forensics and Investigations of Criminal Activity


Guest speaker: Joe McCardle, FBI Special Agent


        22

Presentations 
* Supplemental readings will be provided throughout the semester.  Additionally, each student is expected to locate and use outside sources to gain further understanding of each topic and to enrich our class discussions.

NOTE: 
All information in this syllabus and course schedule is tentative and subject to change.  Adjustments may be made as the course progresses to ensure adequate coverage of topics.
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